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Online Safety Policy
Keeping students safe online, in school and at home
	Policy code
	CPS06
	Version
	2.0

	Applies to
	All students, staff, governors, volunteers, visitors and parents using WIS systems or connected to WIS
	Date reviewed
	19 October 2026

	Regulatory basis
	ADEK Digital Policy v1.1 (2.2, 2.3, 4.1 to 4.4, 6, 7, 8); ADEK Student Protection Policy v1.1; ADEK Student Behavior Policy v1.3. KCSIE Part 2 (online safety, filtering and monitoring) followed as the BSO benchmark; ADEK and UAE law prevail.
	Next review
	October 2027

	SLT lead
	Vice Principal (Digital Wellbeing Lead and DSL)
	Approved by
	Senior Leadership Team (SLT)



	AT A GLANCE
▪  Four risks: harmful content, unsafe contact, harmful personal behaviour, and scams. WIS teaches against all four.
▪  Filtered and monitored on every school device and network. VPNs are restricted for students.
▪  Report at once. Online abuse, grooming, sexual images or bullying go to the DSL the same day. Do not view, copy or forward the content.
▪  Images of students need written parent consent that says the purpose and whether the student is named.
▪  Staff use school accounts only to contact students and parents, and do not connect with students on personal social media.
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	Version
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	Summary of change
	Status

	2.0
	19 Oct 2026
	Rebuilt in the WIS house style as the Online Safety Policy and aligned to ADEK Digital Policy v1.1. UK law (Education Acts 2006 and 2011, Data Protection Act 1998, ICO, Obscene Publications Act) removed. Added the four risks, Digital Wellbeing Lead, ADEK liaison, VPN rule, incident record signed by the Principal, image consent, staff social-media rules and parent expectations. Acceptable use, BYOD, social media and internet rules stay in TFF01 to TFF06.
	Approved by SLT



1. Principles
Technology brings real benefits to learning, and real risks. WIS protects students by combining education, technical controls and clear rules, and by acting quickly when something goes wrong.
Online safety is a safeguarding issue. Concerns are handled under the Safeguarding and Child Protection Handbook (HB03), and cyberbullying under the Bullying Prevention Policy (SLW23).
The policy covers students’ online behaviour inside and outside school where it affects the school community. Students may use the internet during school hours only for a developmental purpose.
2. Roles
	Role
	Responsibility

	Vice Principal (SLT lead; Digital Wellbeing Lead; ADEK digital liaison; DSL)
	Is WIS’s contact with ADEK on digital competency, safety and security (ADEK Digital Policy 2.3). Leads online safety and digital wellbeing, chairs the Digital Wellbeing Group, reviews filtering and monitoring each year with the IT Manager, and carries out the annual review of the digital strategy.

	IT Manager
	Runs filtering, monitoring, passwords, security and logs; reports incidents to the DSL; gives the Vice Principal the technical information needed for ADEK.

	Principal
	Signs every digital incident record, reports to ADEK where required, and makes sure staff are trained.

	Digital Wellbeing Group
	The Vice Principal, the IT Manager, the Lead Social Worker, a teacher of Computing and the Head of Primary or Secondary. Meets each term and reviews incidents and filtering reports.

	Safeguarding Board Member
	Receives the annual online safety report.

	Teachers and staff
	Teach and model safe use, supervise students online, sign the Staff Acceptable Use Policy (TFF01) and report any concern the same day.

	Students
	Follow the Student Acceptable Use Policy, report anything that worries them and look after each other online.

	Parents
	Support safe use at home and monitor their child’s device use outside school hours and premises (ADEK Digital Policy 4.4).



3. Teaching students to stay safe
An age-appropriate awareness programme for every student covers the four risks (content, contact, conduct and scams), safety measures, and the effect of screen habits on wellbeing, including how long they spend online (ADEK Digital Policy 4.2).
It is taught in Computing, PSHE and assemblies, and reinforced across the curriculum, with Safer Internet Day each year. Teaching covers privacy, consent, sharing images, evaluating sources, copyright and academic honesty, including the responsible use of AI (TFF05).
Students up to Grade 6 (Year 7) have an age-appropriate version of the acceptable use policy. Student and parent versions are on the website and in the Parent Handbook.
Students need to know whom to tell. Trusted adults and the student-friendly protection guide (CPS13) are shown in every class.
Students at risk from risky or excessive habits, such as gaming, gambling or screen dependence, are supported by the Social Workers under the Wellbeing Policy (SLW19).
4. Technical controls
Filtering and monitoring on every school device and network used by students, with regular analysis of internet use and filter violations. The IT Manager reports each term to the Digital Wellbeing Group. The DSL and IT Manager test the system each year (KCSIE).
VPNs are restricted for students unless explicitly authorised.
Network security: web filtering, identity-based firewall, antivirus, encryption, patching, backups kept separate from the network, logging and real-time monitoring of incidents (ADEK Digital Policy 6.1).
Access: users have only the access they need and strong passwords. Guest access is limited and recorded.
Live virtual sessions: private chat is disabled for students. Parental consent is needed for any live session with an invited virtual visitor, and ADEK must approve it (6.4).
Lessons that need blocked content (for example, on racism or drugs) can be unblocked for the period of study. The request is made to the IT Manager with a reason and is recorded.
Cybersecurity incidents follow the Cybersecurity Incident Response Plan, which is published in Arabic and English, and are reported to ADEK as the plan sets out (6.6).
5. Images, communication and social media
5.1 Images of students
Photographs and video of students are taken only with written parental consent that states the purpose. Publishing needs separate written consent, which states whether the student is named (ADEK Digital Policy 8.1). Parents can withdraw consent at any time.
Staff and volunteers take images only on school equipment, only for educational aims and only of students who are suitably dressed. Students never take, share or publish images of others without permission.
Parents may take photos at school events for their own use. They must not post images that show other children on social media.
5.2 Staff communication and social media
Staff contact students and parents only through monitored school email and school platforms. They never use personal email, text messages or social media for this (ADEK Digital Policy 8.3 and 8.4).
Staff do not connect with current students, or former students under 18, on personal accounts, and do not accept invitations from parents of current students.
Staff do not use school email addresses for personal accounts, and do not post about students, parents or colleagues, or present personal opinions as the school’s.
WIS monitors its official channels and parent groups, and moderators remove bullying, harassing or inappropriate content (8.2). Detailed rules are in the Social Media Policy (TFF04).


6. Responding to incidents
1	Tell the DSL the same day. Record the concern on CPOMS.
2	Child abuse images, grooming, sexual messages to a child or other suspected crimes: do not view, copy, forward or delete the content. Secure the device and tell the DSL at once. The DSL reports suspected maltreatment to ADEK’s Child Protection Unit within 24 hours and calls the Police on 999 where there is a crime or imminent danger.
3	Other incidents (misuse, inappropriate content, cyberbullying): the DSL and a second senior member of staff look into the matter on a designated device used for nothing else. They record the website or content, take screenshots where appropriate, and keep a written record.
4	The response is proportionate: support for the affected student, action under the Behaviour Policy (SLW02), a bullying response (SLW23), and the involvement of parents and, where needed, ADEK and the Police (ADEK Digital Policy 4.3).
5	Every digital incident is recorded, documented and signed by the Principal, and kept for audit under the Records Policy (FB07).
6	Parents are told about incidents involving their child, unless that would put the child at risk.
7. Personal data
Personal data is handled under the Records and Data Protection Policy (FB07) and the school’s Data Protection Policy and plan, as ADEK Digital Policy section 7 and UAE law require. Staff keep data on secure devices, use encryption and log off after use. Data is not shared inside or outside the country without ADEK’s consent where ADEK requires it.
8. Training and review
New staff learn this policy at induction (HB03 section 9). Staff receive role-relevant digital training each year, and their training needs are reviewed annually.
Students have regular cybersecurity awareness sessions. Parents receive information through workshops, newsletters and the website.
The DSL reports each year to the Principal and the Safeguarding Board Member on incidents, filtering reports and training. The policy is reviewed every year, and sooner if ADEK’s requirements change.
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